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Information on the processing of personal data in the 
context of business relationships with customers, 
suppliers and other contacts with third parties. 
 

1. What information does this document contain for you? 

thyssenkrupp Metalúrgica Campo Limpo Ltda. and/or Bercosul Ltda. ("We") is in a business relationship 
with you or your employer/customer, e.g., entering into or executing a contractual relationship as part 
of our business activities, or processes your personal data within the scope of your industrial and 
commercial activities. 
 
We make sure to comply with the requirements of the General Data Protection Act - Law n. 13,709/2018 
(GDPA). Below is a detailed summary of how we handle your data and what your rights are. 

2. Who is responsible for the processing of your data and how to contact the data 
protection officer? 

The Controller for data processing is 

thyssenkrupp Metalúrgica Campo Limpo Ltda. 
Av. Alfried Krupp, 1050 - Jd. Europa - Campo Limpo Pta./SP 
 
Or  
 
Bercosul Ltda. 
Headquarters: Av. Alfried Krupp, 1050 - galpão 2 - Jd. Europa - Campo Limpo 
Pta./SP 
Branch Office: Av. Dr. Ângelo Teixeira da Costa, 2170, Carreira Comprida, Santa 
Luzia/MG 

 

You can contact the Data Protection Officer of thyssenkrupp Metalúrgica Campo Limpo Ltda. at 
protecaodedados.tkmcl@thyssenkrupp.com or Bercosul Ltda. at prote-
caodedados.bercosul@thyssenkrupp.com or at the telephone (11) 4039 9821. 

 

3. What categories of data do we process and where does the data come from? 

We process personal data that you provide to us as part of the business relationship or through 
your contact with our industrial or commercial activities. If our business relationship is with your 
employer or customer, we also collect your personal data as well as your employer or customer 
data. This includes the following categories of data: 
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 Main data (e.g., name and greeting, title, job title/description, date of birth, ID, photo) 

 Contact data (e.g., telephone number, fax number, e-mail address, address) 

 Communication data (e.g., content of personal, telephone or written communication) 

 Fiscal data (e.g., CPF [Individual Taxpayer Registration]) 

 Qualification and education data (e.g., diplomas and certificates of completion of NR 
courses) 

 Health-related data (e.g., ASO [Occupational Health Certificate]) 

 Bank details (e.g., bank account number) 

 Data on permanence in the company (e.g., gate access record, work permits) 

 Legal data (e.g., data that must be submitted for compliance with local regulations, such 
as government portal, e-social, which may include sensitive personal data as required by 
legislation) 

 Expense data (e.g., individual meals)  

 Business travel data (e.g., start and end, departure and destination, reason, mileage 
traveled, license plates of private vehicles used) 

 Biometric data 

 HR data (e.g., registration, work location and project, salary, entry date, vacation, hours 
worked) 

 Safety data (e.g., incident report, accident report, work permits, attendance at safety 
dialogues) 

 Technical data (e.g., log data that is generated by using our IT systems and machines, 
quality records for traceability) 

 

In addition, we handle the following categories of personal data that we generate independently or 
receive from third parties 

 Main data (e.g., customer/supplier number) 

 Agreement data (e.g., agreement ID, agreement history) 

 Communication data (e.g., company inquiry logs, internal circuit images)  

 Fiscal and tax data 

 Official government data 

 Data legitimately obtained from publicly available sources (e.g., social or professional 
networks) 

4. For what purposes and on what legal basis is data processed? 

We process your data in accordance with the provisions of the General Data Protection Act (GDPA) 
and all other applicable laws.  
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We process personal data primarily for the purpose of fulfilling contractual obligations (Article 7, 
Section V, GDPA), more precisely for the purpose of initiating, executing or fulfilling an agreement. 
This includes, for example, placing orders, internal sales, shipping and payment of goods or 
agreement negotiations.  

If you are not a contracting party (for example, you are an employee of a business partner), the 
processing of your personal data may take place, also, on the basis of Article 7, item V, of the 
GDPA, as a direct consequence of the preliminary and execution procedures of an agreement with 
a partner or supplier. With your employer/customer, we are in the phase of entering into or 
executing a contractual relationship as part of our business activities. We are processing your 
personal data because of your activity for your employer/customer. 

If necessary, we process personal data to comply with legal or regulatory obligations (Article 7, 
item II, of the GDPA) and for the regular exercise of rights in judicial, administrative or arbitration 
proceedings (Article 7, item VI, of the GDPA), such as for the following purposes: 

 Preservation of legal storage requirements 

 Preservation of legal obligations of notification to authorities 

 Preservation of legally admissible evidence in court 
 

In addition, we process personal data to safeguard the following legitimate interests of 
thyssenkrupp (Article 7, item IX, of the GDPA), such as: 

 Maintaining the business relationship with existing customers 

 Organization of events (e.g., entrance control) 

 Property security and safety of our employees 

 Inclusion in our contact database, human relations after business contact (e.g., after 
giving your business card) 

 Agreement management 

 Quality management 
 

Additionally, we process personal data for the protection of the life or physical safety of the data 
subject or third parties (Article 7, item VII, of the GDPA).  
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Finally, if your consent is required to support the processing of your data, it will be collected 
separately by thyssenkrupp or your employer/contracting party as a direct result of the preliminary 
and execution procedures of the agreement with the partner or supplier in accordance with the 
provisions of the GDPA. 

5. Who receives your data? 

Your data will be processed within thyssenkrupp Metalúrgica Campo Limpo Ltda. and/or Bercosul 
Ltda. by the employees involved in the initiation/implementation of the business relationship and 
execution of the respective business processes or involved in the data processing operation that 
concerns your relationship with thyssenkrupp/Bercosul. 

Within our group of companies, your data will be transmitted to certain companies, when they 
perform centralized data processing tasks for affiliated companies within the group (e.g., 
centralized contact data management, centralized agreement management, deletion of files). 

In addition, to fulfill our contractual and legal obligations, we sometimes use external service 
providers who are obligated by contractual clauses and data processing agreements to fulfill their 
data protection obligations, ensuring the same level of data protection as thyssenkrupp applies 
internally in accordance with data processing laws (Article 39 of the GDPA). As an example, we 
have service providers in the following areas: 

 IT Services 

 Logistics 

 Third-party agreement management services 

 Outpatient services 

 Cafeteria service 

 Transport service 

 Property security 

In addition, we transmit your data to other recipients outside the company who handle your data 
under their own responsibility as controllers. For example, the following categories of persons in 
charge may be included: 

 Public institutions due to legal provisions (e.g., tax authorities) 

 Public institutions due to legal or judicial imposition (e.g., judges, Social Security, Courts, 
Class Councils, Trade Unions) 
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6. How long will your data be stored? 

We will process your personal data for as long as is necessary for the above-mentioned purposes. 
After the completion of the business relationship or contact with thyssenkrupp, your data will be 
stored for as long as we are legally required to store them.  
Usually, for use as legal evidence and retention obligations, which are regulated by law. Under 
these laws, storage periods are up to thirty-five (35) years or even indefinitely, as the case may 
be. In addition, it may be necessary to retain personal data for the time during which claims can 
be asserted against us (statutory limitation period, as a rule, of up to 10 years, depending on the 
object of dispute). 

7. Are you obliged to provide your data? 

There is no contractual or legal obligation to provide personal data. However, without the 
processing of your personal data, we will not have the necessary and indispensable conditions to 
carry out pre-contractual measures, to execute the contractual relationship with you, your 
employees/customers or to follow up on the contact established. 

8. Is your data transmitted to another country? 

To the extent necessary for the above purposes, we also transmit data to group companies or 
service providers outside Brazil. Such transmission occurs, for example, in the following cases: 

 SAP – Germany 

 Concur – India/Poland 

 Customers/Suppliers in several countries such as USA, Italy, Mexico, China, 
India, Germany, Argentina, etc. 

 Group companies in various countries such as USA, Italy, Mexico, China, India, 
Germany, etc. 

 
This is done in compliance with data protection requirements, particularly the confirmation of an 
adequate level of data protection, which is provided by an appropriate guarantee (e.g., in the form 
of standard data protection clauses pursuant to Article 33, item II, subitem 'b' of the GDPA, which 
is agreed upon with the respective recipient). 

9. What are your rights as a data subject? 

The following constitute some of the rights of personal data subjects, as provided in Article 18 of 
the GDPA: 

I. Confirmation of the existence of processing and access to data; 

II. Correction of incomplete, inaccurate or outdated data; 

III. Anonymization, blocking or elimination of unnecessary, excessive data or data processed 
in non-compliance with the provisions of the GDPA; 
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IV. Portability of data to another service or product provider, upon express request, in 
accordance with the regulations of the national authority, observing commercial and 
industrial secrets; 

V. Deletion of data processed based on the data subject's consent, unless there is some 
other legal ground that justifies the continuity of the processing; 

VI. Information on data sharing. 

If you have given us consent to process your personal data, you may revoke this consent at any 
time. Please note that revocation has no effect on the lawfulness of data processing carried out 
before revocation and does not extend to processing of personal data for which there is another 
lawful basis for processing and which may therefore be continued without your consent.  

To exercise your rights, please contact the Data Protection Officer indicated in section 2. 

You have the option of submitting a complaint to the Data Protection Officer mentioned in item 2 
of this document or to the Brazilian national data protection authority: 

 

National Data Protection Authority – ANPD 
www.gov.br/anpd 

 
Status as of: 11/04/2021 
 


